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DESCRIPTION 


UNAUTHORIZED 
OUTBOUND MODEM 


UNAUTHORIZED 
INBOUND MODEM 


TIME 


11:15 PM 


4:00 AM 




oo 


CO 


DATE 


36-JUN- 


25-JUN- 


LU 


1 1 1 


1 ■ 1 


TYPI 


MODE 


MODE 


DIRECTION 


OUTBOUND 


INBOUND 


CALL 


18003536005 


6808271 


LINE 


6823 


8000 



CM 

LU 
DC 

O 




o 

CVJ 
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INSTALL AND CONFIGURE 
HARDWARE 



PERFORM LINE MAP 
DISCOVERY AND 
CONFIGURATION 
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CONFIGURE SPEECH AND 

DATA KEYWORD 
LIBRARIES AND GROUPS 
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CONFIGURE CODEC 
PATTERN LIBRARY 
AND GROUPS 
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CONFIGURE PIN CODE 
GROUPS 



409 



CONFIGURE 

EXTENSION GROUPS 
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CONFIGURE SECURITY 
RULE BASE 
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CONFIGURE RESULT 
RESPONSE POLICY 



CONFIGURE REPORT 
POLICY 



SYNCHRONOUSLY 
DOWNLOAD/UPDATE 
SECURITY POLICY 
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FIG. 4B 



FIGURE 4A 



FIG. 4B 



FIG. 4A 
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DETECT AND 
ANALYZE CALL 
ACTIVITY 



FIG. 4A 
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TERMINATE 
CALL 




^426 

TAKE OTHER 
ACTION(S): 

ADJUST 
SECURITY 
POLICY 
• RECORD 
REDIRECT 
ENCRYPT 



YES 



EXECUTE TRACK FUNCTION(S) : 


• LOG EVENT 




• SEND EMAIL 




• SEND PAGE 




• SEND CONSOLE MESSAGE 


• SEND SNMP TRAP 


• REPORT 
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-NO- 



PERFORM 
THREAT 
ASSESSMENT (TA) PEI 
POLICY 
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FIG. 4C 



FIG. 4C 



FIGURE 4B 
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FIG. 4B 





SEND TA REQUEST 
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PERFORM TA : 




• MONITOR CONTENT FOR KEYWORDS 

• MONITOR FOR PATTERNS OF INTEREST 

• MONITOR FOR DATA OF INTEREST 

• AUTHENTICATE REMOTE ACCESS 
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SEND TA RESULT 








COMPARE TA RESULT AND/OR FIRED 
RULE TO RESULT RESPONSE POLICY 
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TERMINATE 
CALL 



TAKE OTHER 
ACTION(S): 

• ADJUST 
SECURITY 
POLICY 

• REDIRECT 

• RECORD 




EXECUTE TRACK FUNCTION{S) : 

• LOG EVENT 

• SEND EMAIL 

• SEND PAGE 

• SEND CONSOLE MESSAGE 

• SEND SNMP TRAP 

• REPORT 



FIGURE 4C 



